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Security is Foundational to Network Transformation 
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1. Gartner; https://www.gartner.com/smarterwithgartner/what-edge-computing-means-for-infrastructure-and-operations-leaders
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Flexibility to run workloads on-prem, at the network edge, or in the data center/cloud.
Enable low latency apps, e.g. Power backbone disconnect (<4ms), high speed machinery cut-off (1ms), 
Surveillance camera feed analysis (2ms)

Varies <1 ms <5 ms <10-40 ms < 60 ms ~100 msLatency 
expectation

https://www.gartner.com/smarterwithgartner/what-edge-computing-means-for-infrastructure-and-operations-leaders
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IOT Journey To The Edge
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Convergence of
I T ,  O T  &  C T  W o r k l o a d s

Workload convergence 
a  k e y  e n a b l e r  f o r  s e r v i c e  i n n o v a t i o n

Network Journey To The Edge
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vAvg. 6-12 hardware 
appliances/branch

Complexity at
the branch 

office

Increasing
bandwidth 

demand/cost

Manual service 
provisioning and no 
centralized control

Data Center

Public Cloud SaaS
SECaaS, IaaS…

MPLS
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v

Wireless

Internet

MPLS

Simplified
SD-Branch

with SD-WAN and 
virtualized firewall,
WAN optimization,
and Edge Compute

Highly scalable
SDN network Centralized control and

automated provisioning 
of services

SD-WAN

uCPE

Public Cloud SaaS
SECaaS, IaaS…

Data Center
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EXPANSION
of Attack Surface

INDUSTRIALIZATION
of Hacking

Thousands of products 
from hundreds of vendors

FRAGMENTATION
of Solutions

Criminal sophistication
and evolving intent
to get to your data

Billions of connected 
devices and the

move to the cloud
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EXPANSION
of Attack Surface

MULTI PARTY
Of Trust Computation  

Secure infrastructure for NFV, 
Edge service requires IP, data 
protection, workload isolation 

and resource partition

Transform the networking 
infrastructure with Cloud Model 

for Lower TCO. Optimize R&D 
on Intel Modular Technologies

011101011
0000111011

01011001

110101010

Ease Access 
Of Malicious Attacker  

Remote deployment, the 
rising edge computing, 

Security is a critical priority to 
assure the service always-on

Intel® Architecture 
Performance + Scale

Workload 
Convergence
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Customer Challenges Our Strategy

• Hardware mgmt. complexity & interoperability

• IT knowledge & lack of cloud network expertise

• Low price point and TCO

• Strong SW ecosystem

• Multi-Cloud enabling

• SoCs with competitive price points w/ virtualization and 
scalability 

Fixed Function Network Appliances uCPE with Virtualized Appliances

2

1

SD-WAN SW

uCPE HW

Security SW3

Network-Security
Analytics (Remediation)4

Hypervisor + vSwitch

vAppliance on Compute
VNFs

AppvIPS vADCvFW

COTS Server
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Intel Atom®
SoC

Intel® Xeon® 
E3

Intel® Xeon® 
D SoC

▪ Intel Atom® Core
▪ Lowest Power, Highest Physical Density**
▪ Integrated Crypto/Compression
▪ One chip solution, BGA with integrated 10GbE 

▪ Intel® Xeon® Core, Best socket Perf/Watt 
▪ Lower Power, Higher Physical Density
▪ Larger (up to 512GB) memory capacity 
▪ Integrated Crypto Compression
▪ One Chip Solution, BGA with integrated 10GbE   

▪ Excellent Single Threaded Performance
▪ Integrated Graphics
▪ Socket Flexibility (LGA/BGA)

Address the increasing segmentation of workload requirements.  
*When compared to Intel® Xeon® E3
**When compared to Intel® Xeon® D
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Intel® Xeon® Processor 
D-1500 NS

Density

Intel® Xeon® 
Processor D-1500 

Product Family

Intel® Xeon® Processor 
D-1600

Intel® Xeon® 
Processor D-2100

• *Product in Planning
• ** Intel® QuickAssist Technology

Integration Acceleration

Future 
Intel® Xeon®-D *
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Intel Atom® C3000 Family

Space/Power Optimized

Density

Intel Atom® C2000 Family

Lightweight Processing

Intel Atom® C3000 Refresh

Space/Power Optimized

Future Intel Atom® 

Processor*

• *Product in Planning
• ** Intel® QuickAssist Technology

Integration Acceleration
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SOC positioning for network workloads
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All comparisons and performance claims are being made between the 3 Intel product families shown 
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SOHO (Thin)

Network

Small Branch

Network

Medium Branch

Network

VNFS @ POP/DATA 
CENTER

Routing, vFW,  IPS, SBC, 
CGNAT, WiFi CTRL, SD-

WAN CTRL

Routing, IPS, SBC, 
CGNAT, WiFi CTRL, SD-

WAN CTRL

IPS, CGNAT, SBC, WiFi
CTRL, SD-WAN CTRL

CGNAT, SBC, SD-WAN CTRL

SERVICE PROVIDER 
/ ENTERPRISE

Large Branch (Thick)

VNFS @ CPE

SD-WAN SD-WAN, vFW
SD-WAN, Routing, vFW, 

WAN Accel
SD-WAN, Routing, vFW, WiFi

CTRL, WAN Accel, IPS

1 VNF / Bare Metal 1-2 VNFs 2-4 VNFs 4+ VNFs

VNF VNF
VNF

VNF
VNF

VNF
VNF

VNF

VNF

VNF

VNF

VNF

VNF

INTEL® 
TECHNOLOGIES 

TO DRIVE 
PERFORMANCE, 

SCALE, & 
SECURITY

Intel Atom® Processors
(2-core to 4-core)

Intel Atom® Processors
(2-core to 8-core)

Intel Atom® Processors
(8-core to 16-core)

Intel® Xeon® D Processors

Intel® Xeon® D Processors
Intel® Xeon® Scalable 

Processors

• Data Plane Developer Kit

• Intel® QuickAssist Technology

• Hyperscan

• Intel® Virtualization Technology

• Intel® AES New Instructions

• Intel® Trusted Execution Tech.

• Intel® Platform Trust Technology

• Intel® Secure Device Onboard (SDO)

• OpenVINO

Network
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▪ Intel is investing in network 
transformation

▪ Comprehensive suite of products and 
technologies that enable differentiated 
Edge solutions 

▪ Rich ecosystem of uCPE/Edge vendors 
and technology partners to deliver best in 
class products

Intel® Architecture

Acceleration Compute

Network Packet

SDN/NFV Ecosystem
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▪For SKUs, see ark.intel.com

▪For Product Snapshots, please contact xiaojun.li@intel.com

▪For Product Datasheets, see 
https://www.intel.com/content/www/us/en/products/processors/ato
m/c-series.html

https://www.intel.com/content/www/us/en/products/processors/xeo
n/d-processors.html

ark.intel.com
https://www.intel.com/content/www/us/en/products/processors/atom/c-series.html
https://www.intel.com/content/www/us/en/products/processors/xeon/d-processors.html
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