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Certify your Cloud Native 
Functions with Red Hat 
powered by Intel
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Cloud Computing Trends & Drivers
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Business resiliency is being redefined by changes of today and uncertainties of tomorrow.  

54% of all CFOs say their 
companies will make remote 
work a permanent option for 

roles that allow it

Source: PwC US CFO Pulse Survey

By 2022, more than 50% of 
enterprise-generated data will 

be created and processed 
outside the data center or 

cloud
Source: Gartner

85% of enterprise businesses 
have deployed AI in 

production

Source: O’Reilly AI adoption in the Enterprise March 2020

“Cloud” is fundamental to how companies 
run and drive operations in the digital economy

P A N D E M I C
I M P A C T

A R T I F I C I A L
I N T E L L I G E N C E

E D G E
CO M P U T I N G

B U S I N E S S
A C C E L E R A T I O N

32% of CFOs look to 
technology-driven products 
and services to accelerate 

business growth

Source: PwC US CFO Pulse Survey
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Network Transformation:  Fundamental to 5G
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Cloudification 
Brings:
• Intelligence where 

you need it
• Flexibility and agility 
• Single scalable 

architecture
• New services

5G
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Intel Network Builders:  Benefits of a Strong Ecosystem
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Increase 
Interoperability

Reduce 
Time to Market

200+ POCs, Pilots, Deployments

Networkbuilders.Intel.com
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CNF Certification and Vendor Validation

Assurance that a 
product or solution 

interoperates with the 
Red Hat platform 

throughout its lifecycle, 
and is commercially 

supported by Red Hat 
and partners.

What is Red Hat 
Technology Certification?



Technology powered by

CNF Certification and Vendor Validation
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Red Hat RHEL Application
Certification

Linux OpenStackKubernetesContainers

Hybrid Cloud Technology Foundation
Certification Offerings

Red Hat Container 
Certification

Including Red Hat Universal 
Base Image

Red Hat OpenShift Operator
Certification

+ CNFs (Container and 
Operator)

Red Hat OpenStack Certification

+ VNFs

New

New

New
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Red Hat OpenShift CNF Certification
Assurance that a CNF managed by a Kubernetes Operator interoperates with the Red Hat OpenShift

container platform throughout its lifecycle, and is commercially supported by Red Hat and partners.

CNF Certification and Vendor Validation

7

Partner tests and validates  

functionality on Red Hat 

OpenShift Container Platform 

in a customer environment or 

in-house lab.

CNF  Validation

Continuous Certification to 

ensure interoperability across 

releases.

Lifecycle Commitment

Red Hat and partner 

collaboration to troubleshoot  

and resolve customer issues.

Collaborative Support

Red Hat verifies that CNF 

integrates with OpenShift 

through an Operator, follows 

best practices.

Red Hat Verification
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CNF Certification and Vendor Validation
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Source:
https://www.redhat.com/en/blog/running-cloud-native-network-functions-confidence-red-hat-openshift

Good

Vendor 

Validated

OpenShift CNF Certification

CNF Certification Levels

Better

Container and

Operator 

Certification

Best

CNF 

Certification

Zero Cost for Red Hat Partners
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Value proposition of achieving and maintaining Red Hat Certification:

▸ Demonstrating technology leadership to customers

▸ Competitive differentiation through certification

▸ Achieving efficiencies in developing and supporting software

▸ Winning new customers based on Red Hat certified solutions

▸ Leveraging Red Hat marketing support and activities

▸ Increased revenue through certified products

▸ Increasing synergies with Red Hat in terms of focus on cloud and 
containers

CNF Certification and Vendor Validation
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Source:
Value proposition of achieving and maintaining Red Hat certification, IDC study, June 2020

Value to partners

CNF Certification
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CNF Certification and Vendor Validation

Red Hat Certification Initiative: Further Value to Partners

Ecosystem Team 

▸ CNF Cert + Validation 
Program creation + 
incentives 

▸ Telco Ecosystem 
Broadcast

▸ RH Sales Enablement
▸ Lab Video Creation
▸ PR + Digital +SoMe 

Awareness campaign 

Communication Certification Promotion

Program Awareness
Customer + Vendor

Validation
CTM Planning + 

Content Demand CreationAwareness

Partner CNF Onboarding

▸ Lab established 
▸ CNF Pipeline Tracking
▸ Opportunity mgmt 
▸ Certification  

Documentation

Partner GTM Engagement

▸ Review CNF Promotion 
plan

▸ Collaborate on customer 
facing material

▸ Build Sales cheat sheet 
▸ Create go-to-market plan 

with partner

Certification Promotion 

▸ External + internal comms 
plan execution (PR, SoMe)

▸ Collaborate on customer 
facing assets
･ Solution Brief
･ Demo
･ Ref Arch
･ Blog
･ Web copy/badge

▸ Identify joint customer 
targets  

▸ Build demand gen plan 

Demand Generation

▸ Create customer demand 
generation plan 

▸ Support partner led 
programming

▸ Focused account 
engagement – ABM + 
Target accounts
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CNF Certification criteria

Requirements

▸ CNF tested on OCP on bare metal

▸ CNF components (operands) meet Red Hat Container Certification 
criteria*

▸ CNF is managed by an Operator that meets Red Hat Operator 
certification criteria  

▸ Operator can handle application and OpenShift upgrades- Maturity level 2 

▸ Provide application documentation for OpenShift

▸ Execute platform verification tests

▸ Conduct architectural review

▸ Multus support, SCC, HW dependencies

11

Source:
* Container Certification Criteria

CNF Certification and Vendor Validation
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CNF Certification and Vendor Validation
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▸ CNF Testing Methodology - Basic
･ Containers: Base image supportability, CVE scans, privileged mode status, can log
･ Operators: Interoperability with OpenShift and Operator Lifecycle Manager
･ Platform tests for CNFs: SR-IOV, DPDK, PTP and other capabilities 
･ NF (Network function) tests - early release - 

･ Link State
･ Ping (alive tests) 
･ Packet Sizes / Jumbo Frame support test 
･ Route setting
･ ‘BERT’ test - TRex and TestPMD
･ Life-cycle Use cases
･ L2/L3 - (being explored)

▸ CNF Testing Methodology - Advanced
･ Open Source CNFs (from CNCF Foundation) TBA

CNF Tests - Cert 1.0  High level:

What is tested?
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Kubernetes Operators

Automate the entire lifecycle of an application
Installation, configuration management, seamless upgrades, storage 
lifecycle, deep insights, autopilot.

Similar to VNFM but for CNFs and open source
Wide industry adoption
Network Equipment Provider agnostic

Automates day 2 operations
Cloud-like experience
Eases operation and maintenance of cloud native applications and 
OpenShift clusters

Click here for a free copy of the eBook
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Source:
http://shop.oreilly.com/product/0636920234357.do

CNF Certification and Vendor Validation
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CNF Certification and Vendor Validation
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Operator Capability Levels

Phase I Phase II Phase III Phase IV Phase V

Basic Install

Automated application 
provisioning and 
configuration 
management

Seamless Upgrades

Patch and minor version 
upgrades supported

Full Lifecycle

App lifecycle, storage 
lifecycle (backup, failure, 
recovery)

Deep Insights

Metrics, alerts, log 
processing and workload 
analysis

Auto Pilot

Horizontal/vertical 
scaling, auto config 
tuning, abnormal 
detection, scheduling 
tuning
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CNF Certification and Vendor Validation
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Vendor Validated
Good

Container/Operator Certified
Better

Red Hat CNF Certified
Best

CNF functionality: CNF verified and fully supported by the partner 
on OpenShift 4.x Yes Yes Yes

Engineered with Red Hat: Container operating system base image 
(RHEL/UBI)** is maintained and supported by Red Hat No Yes Yes

Integrated Lifecycle Management: CNF is deployed and maintained 
by a Red Hat Certified Operator No Yes Yes

Ongoing vulnerability protection: Continuous scanning to identify 
and fix CVEs in Red Hat's components of the CNF No Yes Yes

Collaborative support: Partner and Red Hat establish direct 
workflow between support teams TSANet Recommended Yes Yes

Engineering relationship: Through Red Hat Partner Connect Case-by-case Yes Yes

Ongoing testing on supported OpenShift versions Required Required Yes

CNF-specific tests (NF) No No Yes

Value to Red Hat Customers
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CNF Certification and Vendor Validation
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JOINT Intel & Red Hat OBJECTIVES
▸ Use the Lab primarily for CNF Certification on Red 

Hat OpenShift and Intel based platforms
▸ Accelerate Commercial Serice Provider migration of 

VNFs to CNFs in support of cloud-native intiatives
▸ Enable ecosystem readiness with Cloud-Native 

Network Functions on the latest Red Hat and Intel 
Technologies 

in partnership with Intel

Red Hat CNF Certification Initiative

LAB Current Primary Building Blocks
▸ Red Hat OpenShift OCP & RHEL
▸ Intel based Network Platforms
▸ Initial  ISV CNFs and Commercial  Service Provider 

Use Cases
▸ Selected OEM’s, HPE, Dell, Lenovo, etc.  

An ISV CNF Certification ecosystem based on Red Hat OpenShift and  Intel Infrastructure



Technology powered by

CNF Certification and Vendor Validation
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A sample: OpenShift Service Provider Successes
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Affirmed, Metaswitch and HPE

Network ISVs are adopting OpenShift

CNF Certification and Vendor Validation

18 Source:
Shifting to a 5G Telco Cloud is Faster with IBM, Metaswitch blog, May 2020
Red Hat and Affirmed Networks collaborate to help accelerate 5G deployments on Red Hat OpenShift, Affirmed Networks press release, June 2020
Hewlett Packard Enterprise unveils 5G lab to accelerate adoption of open, multivendor 5G solutions, HPE press release, July 2020

Affirmed

“With the extension of our collaboration, 
Affirmed now supports UnityCloud from 
the core to the edge and across public, 
private and hybrid cloud environments. 
This enables telecommunications 
providers to use “Any G” solutions on a 
broad spectrum of platforms, including 
Red Hat OpenShift on bare metal,
Red Hat OpenShift on Red Hat OpenStack 
Platform and Red Hat OpenShift in the 
public cloud, like Microsoft Azure.”

“Metaswitch Fusion Core and Clearwater 
Core have been validated on the
Red Hat’s OpenShift and OpenStack 
platforms, dramatically simplifying the 
deployment of a cutting-edge 4G packet 
core with VoLTE/VoWiFi or advanced 5G 
voice (Vo5G/VoNR) and data 
infrastructures.”

“With the integration of our industry 
leading container platform, Red Hat 
OpenShift, to the HPE 5G Core Stack and 
the new HPE 5G Lab, businesses can be 
empowered to test, innovate and build on 
an open cloud-native infrastructure.”

Metaswitch HPE
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CNF Certification and Vendor Validation
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Samsung adopts OpenShift
“Red Hat, Inc., the world's leading provider of open source 
solutions, today announced collaboration with Samsung to deliver 
5G network solutions built on Red Hat OpenShift, the industry’s 
most comprehensive enterprise Kubernetes platform, and will help 
service providers make 5G a reality across use cases, including 5G 
core, edge computing, IoT, machine learning and more.”

Samsung

Source:
Red Hat and Samsung Collaborate to Drive 5G Adoption with Kubernetes-Based Networking for Service Providers, Red Hat press release, 28 September 2020
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CNF Certification and Vendor Validation
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Vendor Validated
Good

Container/Operator Certified
Better

Red Hat CNF Certified
Best

Deploy OpenShift 4 on-prem and verify CNF functionality Yes Yes Yes

Commitment to support OpenShift 4 across its lifecycle, with a 
process to deploy and test OpenShift updates Yes Yes Yes

Vendor will participate in TSANet or have a formal support 
arrangement established with Red Hat Yes Yes Yes

Container images used by the CNF must be built using RHEL/UBI No Yes Yes

Container images must go through Red Hat Container Certification 
for ongoing security and supportability scans No Yes Yes

CNF must include a Kubernetes Operator to deploy the application 
and manage updates No Yes Yes (Operator Maturity 

Level II or higher)

Operator must complete the Red Hat certification tests to verify 
metadata and OLM interoperability No Yes Yes

What is Required From a Partner? (1/2)
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CNF Certification and Vendor Validation
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Vendor Validated
Good

Container/Operator Certified
Better

Red Hat CNF Certified
Best

CNF must handle OpenShift upgrades and node failures No No Yes

CNF must support a CNI plugin included with OpenShift by default No No Yes

OpenShift environment for CNF must complete platform validation 
tests (SR-IOV, DPDK, PTP, etc) No No Yes

CNF must complete Network Function tests (Alive, Packet Size, 
‘BERT’ tests) No No Yes

What is Required From a Partner? (2/2)
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CNF Certification and Vendor Validation
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Red Hat Partner Connect

Steps to become a Red Hat Partner

▸ Register at connect.redhat.com
▸ Accept Red Hat partner agreement 

(includes mutual NDA)

Benefits provided to Red Hat partners

▸ No-cost OpenShift subscription for 
cert/test purposes

▸ Ability to contact support for 
OpenShift and Certification issues

▸ Access to training resources
▸ Access to marketing services for 

certified products

Engineering assistance

▸ Vendor Validated- case by case 
basis

▸ Container/Operator Certification: 
Red Hat Connect enablement team 
(design guidance, workshiops, Q+A)

▸ CNF Certification: Red Hat Connect 
enablement team, Engineering 
Partner Management (EPM) 
engagement- The EPM team serves 
as a partner's single point of contact 
for product questions, road map 
updates, engineering interlocks and 
general guidance on working with 
Red Hat technologies
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CNF Certification and Vendor Validation
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Red Hat Partner

Deploy OpenShift 4 and verify CNF functionality ✔

Contact your Red Hat Partner Manager to complete questionnaire and schedule an interview ✔ ✔

CNF listed in Red Hat CNF Vendor Validated Catalog ✔

Build containers and Operator to meet requirements ✔

Deploy OpenShift 4 and verify CNF functionality ✔

Follow the container and Operator certification steps ✔

Operator listed in Red Hat Operator Catalog ✔

Build containers and Operator to meet requirements ✔

Deploy OpenShift 4 and verify CNF functionality ✔

Follow the container and Operator certification steps ✔

Ensure CNF certification rules are followed ✔

Contact your Red Hat Partner Manager to schedule an interview and lab certification tests ✔ ✔

CNF listed in Red Hat CNF Certified Catalog ✔

Workflow Overview
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catalog.redhat.com/
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CNF Certification and Vendor Validation

Red Hat Ecosystem Catalog
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Links & Resources

▸ Red Hat CNF Catalog: CNF's
▸ Red Hat CNF Test Suite: CNF Test Suite
▸ Red Hat Container Catalog:  Containers
▸ Red Hat Operator Catalog:  Operators
▸ Partner guide for Container and Operator Certification: 

Certification
▸ Vendor Validated questionnaire URL: CNF

Questions?
Email Mark Longwell:  mlongwel@redhat.com

25

CNF Certification and Vendor Validation
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Notices & Disclaimers

▸ Intel technologies may require enabled hardware, software or 
service activation.

▸ No product or component can be absolutely secure.

▸ Your costs and results may vary.

▸ © Intel Corporation. Intel, the Intel logo, and other Intel marks are 
trademarks of Intel Corporation or its subsidiaries. Other names and 
brands may be claimed as the property of others.



linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat

Technology powered by
27

Red Hat is the world’s leading provider of enterprise 
open source software solutions. Award-winning 
support, training, and consulting services make 
Red Hat a trusted adviser to the Fortune 500. 

Thank you


