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By 2022, API abuses will move from an 

infrequent to the most frequent attack 

vector, resulting in data breaches for 

enterprise web applications.

Source: “API Security: What You Need to Do to Protect Your APIs” (G00404900)
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API Security Flaws Can Result in Data Breaches
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Key Issues

1. What are the problems with API security?

2. How can APIs be secured? 

3. What products help with API security? 
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How Are APIs attacked?

Cloud Services

1

Website/Single 

Page Application

2

IoT Devices

2

Mobile App

2

APIs

1

2
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4

Unsecured API keys in 

repositories and storage

Hard-coded credentials 

(incl. API Keys) in 

applications

API logic flaws

Sniffed API calls

Key:

3

4

Plus all traditional web 

application attacks!
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OWASP API Security Top 10

1. Broken object level authorization

2. Broken authentication

3. Excessive data exposure

4. Lack of resources and rate limiting

5. Broken function level authorization

6. Mass assignment

7. Security misconfiguration

8. Injection

9. Improper asset management

10.Insufficient logging and monitoring

/patient/333555

What happens if you 

increment that number?
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Key Issues

1. What are the problems with API security?

2. How can APIs be secured? 

3. What products help with API security? 



10 © 2021 Gartner, Inc. and/or its affiliates. All rights reserved. Gartner is a registered trademark of Gartner, Inc. and its affiliates.

Polling Question

Who is primarily responsible for API security in 
your organization?

A. Application Developers

B. Security Team

C. API Team

D. Integration Team

E. Nobody

How to participate in our polling

If you are in full screen mode – click Esc

The poll question is on the “Vote” tab. 

Please click the box to make your selection. 

Upon voting you will see the results.  

Thank you!

Q. Polling Question

(please choose 1 answer)

A. Answer                                                                                                 

B. Answer                                                                                                 

C. Answer                                                                                                 

D. Answer                                                                                                 

E. Answer                                                                                                 
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Including your Security Team in API Strategy

Percentage of Respondents 

Involvement of Security Team in API Strategy

80%

20%

Gartner Research Circle Members; Excludes ‘Don’t know’

Q05. Is your security team involved in your organization’s API strategy?

SOURCE: Gartner Research Circle API Usage and Strategy

Yes, the 

security team 

is involved 

No, the security 

team is not 

involved Use API

management

solution

Don’t use

API

management

solution

Base 66 32

Yes 88% 66%

No 12% 34%

Statistically significant 

difference @ 95%
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Security in the API Lifecycle

API Discovery

(Design Time)

API Security Testing

API Threat Protection

API Discovery

(Runtime)

Design Time Runtime
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API Security with Mobile and Client-Side Apps

▪ Avoid credential hardcoding

▪ Protect from man in the middle 

attacks 

▪ Verify the environment

App

APIs
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Key Issues

1. What are the problems with API security?

2. How can APIs be secured? 

3. What products help with API security? 
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Developer

Browser

End User

Mobile

Application

to Application

In-App

Protection
Web 

Application

Firewall

Some API security 

startups can integrate with 

the API gateway, or provide 

another proxy/gateway. 

Many use AI/ML to detect 

unusual API usage.

ID

API

Management

API Portal

API Gateway

Access

Management

APIs

Some API security startups can 

discover unsecured APIs

Delivering API Security

API Security Testing
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Scenario: Microservices
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API Security Startups

• Sample vendors:

– 42 Crunch, Aiculus, APIsec, Cequence Security, CloudVector (Imperva), 
Curity, Data Theorem, ForAllSecure, Imvision, Neosec, Noname Security, 
Salt Security, Spherical Defence, Stackhawk, Traceable.

(Swede

n)

(US)

API
API

Discovery of 

“shadow APIs”

Monitoring and 

anomaly detection
Runtime Protection
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Scenario: API Scraping Protection

Device-Binding

Transaction Signing

Jailbreak/Root Detection

Human Interaction Detection

Enterprise Back End

ServerSDK Server 

Component

API

Used to counter DDoS, API scraping and fraudulent attacks

Sample Vendors: Approov, F5, Imperva, PerimeterX
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3. Secure: Create a policy to secure your APIs.

1. Discover: Inventory APIs that have been delivered, or 
are in the development process. APIs consumed from 
third-parties should also be included.

2. Analyze: Observe your API usage. Learn what “normal” 
is for API behavior.

API

API

Putting it all together
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Three Sides of API Security

API Security Testing API Protection API Access Control

Key 

functionality

Identification of API security 

flaws and vulnerabilities

Content validation, threat 

detection, traffic throttling

Authentication, authorization, 

identity propagation

Key 

technologies 

used

Dynamic application security 

testing (DAST), fuzzing, static 

application security testing 

(SAST)

Attack signature, reputation-

based control, anomaly 

detection, OAS message 

validation

OAuth 2.0, OpenID Connect, 

JSON Web Tokens 

Product 

categories

Application security testing 

tools, specialized API security 

platforms

Web application firewalls, API 

management, specialized API 

security platforms. 

API management, access 

management software, 

IDaaS.
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Your API Security Building Blocks

Quota management/

Traffic throttling

Authentication of the 
API client

(e.g., mobile app)

JSON/XML 

element encryption

Tokenization of sensitive
information 

(e.g., patient number)
Content inspection

Content validation

(JSON schema, XML schema)

Data transformation
Automated 

attack/Bot detection 

Transport security

(TLS/SSL)

API key authenticationStore audit logs Digital signature

Usage plan management

Fine-grained

authorization
OAuth scope management

Alerting (including to SIEM)
Integration with 

access management

XML/SOAP security

(WS-security, etc.)
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API

Client Application

Authentication and 

authorization

Validation against API 

Definition

Remove sensitive data

from API responses

Validation of API

response

Security analytics

platforms
Store Audit Logs

Identity and

access management

Detection of harmful or 

unusual API traffic 

Application firewalls,

bot mitigation, AI/ML

Data masking,

Data tokenization 

uses

uses

uses

uses

Example Policy for API Security
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Recommendations

Include your security team in your API platform team

Consider the whole picture for API security, not just an API gateway

Think “North South” as well as “East West” for API security



24 © 2021 Gartner, Inc. and/or its affiliates. All rights reserved.

RESTRICTED DISTRIBUTION

Ask your questions

Send Question

Type your question here…



© 2021 Gartner, Inc. and/or its affiliates. All rights reserved.

Learn more: gartner.com/conf/security

At this year’s conference, you’ll learn how to:Hear independent experts on what matters most 

now and how to prepare for what’s ahead. You’ll 

learn how to create the security and integrated 

risk management plans you need to give your 

organization the freedom to grow and innovate 

with confidence. 

Gartner Security & Risk 

Management Summit

Register with code WEBINAR

for an exclusive discount.

Understand the latest trends in cybersecurity, 

cloud security, application security, data security 

and related technologies

Adapt your data privacy management program 

to keep pace with rapidly developing regulations

Design secure architectures and technical 

solutions to support digital business objectives
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17 – 18 March 2021 | Virtual (IST)

23 – 24 March 2021 | Virtual (AET)

29 Nov – 1 Dec 2021  |  London, UK 

20 – 22 September 2021  |  Orlando, FL

6 – 8 October 2021 | Tokyo, Japan

https://www.gartner.com/en/conferences/hub/security-conferences?utm_source=brighttalk&utm_medium=in-webinar&utm_campaign=RM_GB_2021_WB21_NPP_WB1_SEC-RISK-MGT-SUMMIT


Quick answer for product, IT and software 
engineering leaders to understand the real-
world realities of open-source software.

Is Open-Source 
Software More Secure 
Than Proprietary 
Software?

https://www.gartner.com/en/doc/744611-is-open-source-software-secure-than-proprietary-software?utm_medium=in-webinar&utm_campaign=RM_GB_YOY_ITAPPS_WT_LP1_SWELOSSSECURE
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Gartner can help you 
achieve your most 
critical priorities

Essential insights and advice for every 
leader across the enterprise.

Contact Us

U.S.: 1 800 213 4848 
International: +44 (0) 3331 306 809
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