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Private cellular networking

2

Connectivity
● Connectivity in areas underserved by public 

networks
Performance
● Suitable for mission critical applications

Customization
● SLAs unique to enterprise requirements

Reliability
● Even more reliable than public networks

Revenue stream
● Possibility for enterprises to act as neutral hosts

Data Security
● Guaranteed data security

Private cellular network

Public cellular network
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Private 5G

Opportunities for Private 5G
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Energy
Predictive infrastructure maintenance, 
grid operations and storage, smart metering

Financial services
Trading, personal finance planning,

fraud detection, customer operations

Mining
Automated production, delivery management, 
demand prediction and analysis

Shipping ports, airports
Manage traffic growth, 

optimising transfers, assets monitoring

Manufacturing
Process correction and optimization,
on-demand production

Transportation and logistics
Traffic flow management, autonomous

trucking and delivery

Technology, media, & telecommunications
Network maintenance & optimization, self-learning 
security, neural nets, personalized content

Healthcare
Enhanced diagnostic and image analysis,

early pandemic detection
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Edge computing
Computing closer to where the data originates and is needed
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Low latency
● Connectivity in areas underserved by public networks

Reduced backhaul
● Data is processed locally

Data sovereignty, security, and privacy
● SLAs unique to enterprise requirements

Autonomous operations
● No dependency on centralized IT infrastructure

Centralized data centers / Public clouds

Edge computing

Edge computing

Edge computing
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Reduced downtime
Lower OpEx and CapEx

Lower workforce risk
Less environmental impact

Process control
Environment monitoring

Autonomous vehicles

Edge computing with Red Hat
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Edge computing is already happening

EnergyManufacturingTelecommunications

Private networks
vRAN

Distributed core

Predictive maintenance
Factory automation

Augmented reality and  
remote expert

Use cases

Benefits

Better user experience
Scale to meet demand

Greater network flexibility
Improved resilience

Reduced downtime
Increased productivity
Longer asset lifetime

Improved factory safety

Industrial use cases with AI/ML
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Private 5G networks
Implementation options
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In the diagram above, Radio Access Network (RAN) is disaggregated into RU, DU, and CU
5GC CP = 5G Control Plane, UPF = User Plane Function, RU = Radio Unit, DU = Distributed Unit, CU = Centralized Unit, MEC = Multi-access Edge Computing

Public 5G network

Private 5G network 1

DU, CU, 
UPF

5GC CP Edge
Computing

/ MEC

5G RU

On-premises
managed by enterprise

5G RU
CU, UPF

5GC CP Edge
Computing

/ MEC

Telco service provider
5G network

Private 5G network 2

CU, UPF

5GC CP Edge
Computing

/ MEC

5G RU+DU

On-premises
managed by enterprise

Public 5G network

Private 5G network 1

DU, CU, 
UPF

5G RU

5G gNodeB
UPF

5GC CP Edge
Computing 

/ MEC

Telco service provider
5G network

5G CP

CU, UPF

5GC CP Edge
Computing 

/ MEC

Private 5G network 2

5G RU+DU

Edge
Computing

/ MEC

Network Slicing

Network Slicing

DU DU
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Source: STL Partners

Private 5G and edge computing enable new revenue streams
For telco service providers
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Vertically integrated

Continuous open source innovation

Open and interoperable

Edge computing with Red Hat

Every organization faces a decision about how to approach these challenges

Dedicated point solutions
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Open horizontal telco cloud
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Open horizontal telco cloud

RAN Edge
Computing Mobile Core OSS/BSS

Far edge Near edge Centralized data 
centers

Telco service provider workloads

Public
clouds

Regional data 
centers

Consistent operations

Faster time to market

Increased innovation
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Private 5G networks provided by telco service providers
All network functions hosted by the same open telco cloud
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5GC CP = 5G Control Plane, UPF = User Plane Function

Public 5G network

Private 5G network 1

DU, CU, 
UPF

5G RU

5G gNodeB
UPF

5GC CP
Edge

Computing

Telco service provider
5G network

5G CP

CU, UPF

5GC CP
Edge

Computing

Private 5G network 2

5G RU+DU

Edge
Computing

Network Slicing

Network Slicing

DU

Open Telco CloudOpen Telco 
Cloud

Open Telco 
Cloud

Open telco cloud provides 
operational consistency across 
your architecture—all the way 
to the edge

Open source harnesses the 
power of collaboration to 
propel innovation and 
interoperability 
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Edge computing with Red Hat

Partner ecosystem
Partnering with hardware and software vendors to provide 

solutions that meet customer needs

Open source leadership
Enhancing the development of open standards while providing 

hardened, fully supported enterprise-grade platforms

Platforms and portfolio
Powerful building blocks including application services, 

management, storage, and services, with Red Hat OpenShift® and 
Red Hat Enterprise Linux® in the heart of all

Red Hat’s approach to edge computing
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Node layer

Router layer

Cluster B ...

Multi-cluster layer

Cluster A

Node Node Node Node Node Node

Ingress/Router

Multicluster management
Observability ⠇Discovery ⠇Policy 

⠇Compliance ⠇Configuration ⠇Workloads

Machine Pool’s tuning/hardware offload configMachine Pool’s tuning/hardware offload config

Ingress/Router
East/West

IPsec

Multicluster security
Kube native declarative security | 

DevSecOps

Container registry
Container Builds ⠇Security Scanning 

⠇Geo Replication

Global Ingress/Egress | Global LB | Service Mesh Federation   

Multi-cluster Storage 

Open telco cloud with Red Hat OpenShift

W

W

W

S W C WC W

Remote Worker Node(s) 
to each edge site

3-nodes cluster

5G RAN 
Pod

MEC/AI 
Pod

5GC
Pod

Single Node OpenShift

5GC
Pod

MEC/AI 
Pod

5G RAN
Pod
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Any IDE +
OpenShift Plugins

kubectl / oc  CLIs
Powerful Kube control

Any IDE +
OpenShift Plugins

CodeReady 
Workspaces

Kube-native IDE

odo CLI
Simple git-push syntax
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Code / Debug Build and Package Run CI Build Deploy

GIT COMMIT RELEASE

DEVELOPMENT CONTINUOUS INTEGRATION
Local or Remote Builds

OpenShift S2i: Build 
image automatically 

from source

Docker Build: Dev 
friendly

Buildah: Secure builds

Application Packaging

Helm charts

Kubernetes Operators

Ansible scripts

Deploy pre-built 
container

Kube-Native CI
OpenShift Pipelines CI 

that scales to zero when 
not in use and is built for 

Kube

Classic CI
Jenkins master/slave or 

any other CI/CD tool

Remote OpenShift 
Cluster

Run containers in 
OpenShift anywhere; or 

use CodeReady 
Workspaces - run apps 

without having to 
understand Kubernetes

Standard
Deploy containers, or 

serverless scale to zero

Canary / Blue-Green
Deploy new version 

beside old, route partial 
traffic to new to 

determine results

GitOps and
Continuous Delivery

Keep all OpenShift and 
app configuration in git, 

leverage ArgoCD or 
other open source 

package for deploys

Powerful and
Flexible

“Get out of
my way”

Simple and 
Opinionated

“I just want
to code”

OpenShift on a Laptop
Run apps in OpenShift 

on your laptop via 
CodeReady Containers

OpenShift cloud native development tools
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“Taken together with Red Hat's 
announcement of service mesh, 
serverless, and CI/CD functionality, Red 
Hat OpenShift 4.2 represents a 
breakthrough in the space of 
cloud-native development tools.”

-- Arnal Dayaratna, IDC Analyst
14

OpenShift cloud native development tools

IDC Market Note - Red Hat OpenShift 4.2 delivers bevy of developer tools that enhance cloud-native development, IDC market note, December 2019

https://developers.redhat.com/breakthrough-cloud-native-tools
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Red Hat OpenShift 
Dedicated

Managed By Red Hat

Red Hat AWS 
OpenShift

Jointly Managed & 
Supported 

or 
Customer
Managed

or

Customer 
Managed

Red Hat 
OpenShift 
Dedicated

Managed By Red Hat

or 

Customer
Managed

Red Hat 
OpenShift on 

IBM Cloud

or 

Customer
Managed Customer 

Managed

On-premises

Azure Red Hat 
OpenShift

Jointly Managed & 
Supported Jointly Engineered Bare Metal

Market Leadership

OpenShift offers the broadest set of hybrid cloud services

15

x86_64, Power, IBM Z

Managed with

or
IBM Cloud Satellite

“Develop once, deploy anywhere”
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Company overview

16 Source: Forrester, The Forrester Wave™ Multicloud Container Development Platforms, Q32020: The Eight Providers That Matter Most and How They Stack Up. Sep 2020.
The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are trademarks of Forrester Research, Inc. The Forrester Wave is a graphical 
representation of Forrester’s call on a market and is plotted using a detailed spreadsheet with exposed scores, weightings, and comments. Forrester does not endorse any vendor, 
product, or service depicted in the Forrester Wave. Information is based on best available resources. Opinions reflect judgment at the time and are subject to change.
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IT ecosystem: over 150 partners that have certified over 1800 container images on OpenShift

SIs

Networking

Security

Monitoring & Management

Storage

Databases

DevOps Tools

Application Runtimes

Customer 
Code { | }

AI / ML

Big Data

FSI Telco Application Platforms

OEMs

17 Intel, the Intel logo, and other Intel marks are trademarks of Intel Corporation or its subsidiaries.
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IT ecosystem: over 150 partners that have certified over 1800 container images on OpenShift

SIs

Networking

Security

Monitoring & Management

Storage

Databases

DevOps Tools

Application Runtimes

Customer 
Code { | }

AI / ML

Big Data

FSI Telco Application Platforms

OEMs
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This makes OpenShift a very 
attractive platform for developing 

applications, on any footprint, 
including at the edge

Intel, the Intel logo, and other Intel marks are trademarks of Intel Corporation or its subsidiaries.
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Application services

vEPC/5GC ServicesvIMS vRAN SDN AI/ML OSS/BSS vCCAP/vBNG

OEM

SD-WAN

Common infrastructure

Common management
Red Hat 
Advanced 
Cloud Management

Security
Industrial 

Edge

Red Hat Integration

Red Hat’s VNF/CNF ecosystem

Intel, the Intel logo, and other Intel marks are trademarks of Intel Corporation or its subsidiaries.
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Market Leadership

Validated 5G cores on OpenShift
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Red Hat Ecosystem Catalog 1/3

Red Hat Ecosystem Catalog - Cloud-native network functions for OpenShift, extract from August 2021

https://catalog.redhat.com/software/cnf/search
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Market Leadership

Validated 5G cores on OpenShift
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Red Hat Ecosystem Catalog 2/3

Red Hat Ecosystem Catalog - Cloud-native network functions for OpenShift, extract from August 2021

https://catalog.redhat.com/software/cnf/search
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Market Leadership

Validated private 5G solution on OpenShift
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Red Hat Ecosystem Catalog 3/3

Red Hat Ecosystem Catalog - Cloud-native network functions for OpenShift, extract from August 2021

https://catalog.redhat.com/software/cnf/search
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Edge computing with Red Hat OpenShift

Solution Blueprints : Simplifying the creation of edge stacks
Bringing the Red Hat portfolio and ecosystem together - from services to the infrastructure

Blueprint as code From POC to production

Open for collaborationHighly reproducible

Go beyond documentation using 
GitOps process to simplify deployment

So that you can scale out your 
deployments with consistency

Ensure your teams are ready 
to operate at scale

Anyone can suggest improvements, 
contribute to it
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Use Cases

24

Consume as an 
Integrated Ready Solution

Intel Modular SDK’s

Cloud Native network Function

L1 
SDK
AVX512 

PHY 
modules

BBU 
Pooling 

SDK

WLS 
SDK
L1 - L2

DPDK 
BBDEV

Device 
Drivers

Cloud Native 
Deployment

DRAN, CRAN

FlexRAN  
LTE Ref vDU

FlexRAN 5G 
sub6 Ref vDU

FlexRAN 5G 
mMIMO Ref 

vDU

FlexRAN 5G 
ULRRC Ref 

vDU

FlexRAN 
Test 

Infrastructure

3GPP Wireless 

Performance 
testing

Validation at unit test 
level and 

End to end 
integration ready

Traditional 
MIMO

 (Low-Band)
12-18 cells of 

20MHz 4TR FDD

Massive MIMO 
Mid band 

3.3-4.2GHz
3 cells 32TR 
100MHz TDD
3 cells 64TR 
100MHz TDD

Small Cell 
mmWave and 

sub6GHz
Integrated 
Reference 
Solutions 

4x100MHz 4TR

Red Hat OpenShift Cloud Native Platform

FEC 
Operator, 

etc 

O-RAN 
Fronthaul 

SDK

MLOG
SDK

L1 
Telemetry

xTbps UPF

Dynamic Device Personalization 
● x00Gbps UPF, etc
● iWARP,RoCEv2 RDMA

Intel, the Intel logo, and other Intel marks are trademarks of Intel Corporation or its subsidiaries.

Intel and Red Hat partnership
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Industry 4.0 - The Future of 5G, Red Hat YouTube video with Foxconn
Local 5G Small Cell Provided by Foxconn, Red Hat Ecosystem Catalog entry, extract from October 2021
5G in a Box: The Game-Changer for Telco Industry Leaders, Lenovo solution brief, August 2021
Kaloom and Red Hat  Unified Solution for the Distributed Edge, Kaloom solution brief, August 2020
Reference Architecture Guide — Dell Technologies Multi-access Edge Computing (MEC) 1.1, August 2021

Solutions/blueprints for private 5G networks and edge computing
Powered by Red Hat OpenShift

Foxconn Industrial Internet solution, 5G for Industry 4.0

5G in a box solution for private networks

Tofino P4-programmable 
Ethernet switch ASIC

Distributed Edge solution with OpenShift control plane, 
UPF and switching fabric in just 3 RUs

Citizens Broadband Radio Service 
(CBRS) and MEC reference architecture

Intel, the Intel logo, and other Intel marks are trademarks of Intel Corporation or its subsidiaries.

https://www.youtube.com/watch?v=_-JXuVAsk8Q&list=PLgT9pz799l7F5dmkgo79_HyyYqGeHgFFG&index=29&t=5s
https://catalog.redhat.com/software/cnf/detail/foxxcon_local_5g_small_cell
https://lenovopress.com/lp1483-5g-in-a-box-the-game-changer-for-telco-industry-leaders
https://www.redhat.com/rhdc/managed-files/pa-kaloom-unified-solution-distributed-edge-brief-f29082-202106-en.pdf
https://infohub.delltechnologies.com/t/reference-architecture-guide-dell-technologies-multi-access-edge-computing-mec-1-1/
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linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat
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Red Hat is the world’s leading provider of enterprise 

open source software solutions. Award-winning 

support, training, and consulting services make 

Red Hat a trusted adviser to the Fortune 500. 

Thank you


