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Data Plane Development Kit (DPDK)
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Open Source, Multi-Vendor!
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1. Source: DPDK contributors
2. Source: DPDK project members and DPDK Summit presenters
3. Source: Open source projects using DPDK
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https://patches.dpdk.org/
https://www.dpdk.org/ecosystem/#members
https://www.dpdk.org/news/past-events/
https://www.dpdk.org/ecosystem/

@ DATA PLANE DEVELOPMENT KIT

The Network Transformation Journey

Mlelolslgall Built for Multi-Purpose

Infrastructure Wide Orchestration

NESIEIeEVM Purpose-Built

Siloed Management & Control

Transforming:

Wanagemert | (Wanaoement | Architecture
Router A\VARI\\ Firewall Value Chain
O | D Business
Process

Proprietary hardware and software with an

optimized data plane

SDN: Unified Management & Control

Virtual Virtual Virtual
Router A\VARI\\ Firewall

—

Open, standard platform serving diverse

workloads
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DATA PLANE DEVELOPMENT KIT

Over a Decade of Investment in Workload Convergence

Hardware & Software Optimizations Allow the Migration of all Network Services to |A Platforms
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High Performance Challenges

Cycles count

2)DPDK

DATA PLANE DEVELOPMENT KIT

Memory and PCle access is slow comparedto CPU

= 100GbE Packets/sec

160,000,000
140,000,000 -\ operations:
E Ezzzzxz \\ From a CPU g_ecr:g:;t(ilzl;:hit el > F’rocgss a bunch of_ packets during each softwar_e
g so:ooo:ooo \ L3 miss, memory read is ~70ns (140 cycles at 2GHz) 10GbE Packets/sec iteration and amortize the access cost over multlple
i::)j 60,000,000 \ * Harder to address at 100Gb rates —— 40GbE Packets/sec paCketS.
g

40,000,000 \\\
20,000,000 —

Data doesn’t seem to be near the CPU when it needs to be:

- .

PRI EL P PLLE P CI L L E PPN L packetsize > For memory access, use HW or SW controlled
prefetching. For PCle access, use Data Direct |O to write
data directly into cache.
40G packets/second 59.5 million each way 40G packets/second 4.8 million each way
Packet arrival interval 16.8 ns Packet arrival interval 208.8 ns
2 GHz clock cycles/packet 33 cycles 2 GHz clock cycles/packet 417 cycles Access to Shared data StrUCtures ISa bOttleneCk:
Typical Network Infrastructure Packet Size Typical Server Packet Size » Use access schemes that reduce the amount of sharing

(e.q. lockless queues for message passing).

The system can't keep up with the interrupts for packet Rx:

» Switch from an interrupt-driven to a polled-mode driver. Page tables are constantly evicted (DTLB Thrashing):

> Allow Linux to use Huge Pages (2MB, 1IGB)

Linux scheduler high overhead for task switches:

» Bind a single software thread to a logical core.
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DPDK Scope

\

é d Libraries Ml Classificaton i SWLibs [ I Hl Framework B Acceleration }
f’—; < i Memory .i Hash/exact :. IP frag., 'i Statistics .: '. Creation of 'i Security :
Bl | | management, i! match,LPM, i reordering, ! collectionand i! scheduling, i complex iI protocols
o] | ' softwarerings, i1 ACLetc. i1 powermgmt i1 reporting i metering, i pipelines i (IPsec, PDCP !
\ timersetc. 1 i etc. i i policing 1 i etc.) j

L EPMDsforthSicalii PMDsfor !  PMDsfor PMDsfor ! PMDs for PMDs for raw PMDs for
<3  Ethernetdevices. i} hardwareand 11 hardwareand i1 hardwareand i hardwareand ;i devicesthat i hardwareand :
u | PMDs for virtual " software i: software 'I software event ': software " don't (yet) i' software DMA
3  devices (virtio, 1 crypto I compression ! scheduling ! wireless  |' have a specific :! devices :
E AF_XDPetc.) I accelerators I accelerators ! I baseband i deviceclass !! i
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DPDK Scope

Network Functions (Cloud, Enterprise, Telco)
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Packet Accelerated

Classification SW Libs

Packet
Framework

Ll
i : Creation of

A

management, options, including: scheduling, complex
software rings, . Support for the full range of metering, pipelines
timers etc. policing

Memory : The Ethdev API supports a wide range of I/O

——— - -

_____________________________

Support for virtual interfaces (Virtio, AF_XDP
etc.) to provide portability and abstraction.

APIs to support advanced Ethernet
capabilities such as flow matching (rte_flow),
traffic metering/policing (rte_mtr) and traffic

PMDs for
ardware and

PMDs for raw
devices that

PMDs for physical i
' don't (yet)

Ethernet devices.

PMDs for virtual i

1
1
|
1
A | software
1 .
. oo scheduling (rte_tm). . "
devices (virtio, 1 gire- , wireless have a specific
N h h .
AF_XDPetc) il accelerators ! accelerators ! \!  baseband device class
Includes Flow and ! ! X 1 accelerators
QoS APls. ! | .| !
— N e e e e e e e e N e e e e e e e N e e e e e e e N L e e e e e e e LN N
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https://www.intel.com/content/www/us/en/products/details/ethernet.html

DPDK Scope

Network Functions (Cloud, Enterprise, Telco)
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DPDK Scope

Network Functions (Cloud, Enterprise, Telco)
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2)DPDK

DATA PLANE DEVELOPMENT KIT

Example DPDK Application

The many steps and types of operations required by packet processing workloads once demanded the use of —
multiple, disparate and often custom silicon components (NPUs, ASICs) for performance and efficiency. Network Applications

e.g. Firewall, IPS, AV,

NIC Receive CPU & Software

RSS/ Intel®
MAC/
VLAN
B N I
— g
MAC TSO,CSUM TX Host
Tx VLAN Scheduler Interface

NIC Transmit

Today, the right combination of platform, ingredients, software optimization and ecosystem

support can enhance even these demanding packet workloads.
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Networking Evolution

VANE N CLOUD NATIVE

ETT)
UL CLOUD READY - CLOUDIFICATION

AGILITY
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E =g
NFV - VIRTUALIZATION
ElTH)

BARE METAL — STANDARD SERVER

DPDK continues to evolve to meet the needs of the
networking industry.
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9 DATA PLANE DEVELOPMENT KIT

Networking Evolution - DPDK

Key DPDK Enhancements

Virtual/Cloud Interfaces

= Virtio (inc. virtio 1.1, virtio-user, vDPA)
= AF_XDP

= VMware VMXNET3

= Amazon ENA

= Microsoft NETVSC

= Google VNIC (in progress)

Transparent Acceleration

= Acceleration APIs support both hardware and
software acceleration: cryptodev, compressdeyv,
eventdev, BBdev etc.

Flexibility/Ease of Use

= Dynamic memory management
= Live migration

= K8S integration

And many more ...

Intel® Network Builders Insights Series 2022

References

High Performance Cloud-Ready Virtual Network
Functions with DPDK Device Abstraction

Validating DPDK Application Portability in Multi-
cloud/Hybrid-cloud Environments

Virtio-networking series

Making high performance networking applications
work on hybrid clouds

Breaking Cloud Native Network Performance
Barriers

Getting Started with DPDK on AWS EC?2
DPDK on Azure

DPDKinan Azure Linux VM
And many more....
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https://networkbuilders.intel.com/blog/high-performance-cloud-ready-vnfs-with-dpdk-device-abstraction
https://www.youtube.com/watch?v=-CUWlBDu3yc
https://www.redhat.com/en/virtio-networking-series
https://www.redhat.com/en/blog/making-high-performance-networking-applications-work-hybrid-clouds
https://github.com/redhat-nfvpe/vdpa-deployment/blob/master/doc/events/2019-11-KubeCon-NA/README.md
https://www.linkedin.com/pulse/getting-started-dpdk-aws-ec2-thomas-edwards
https://www.dpdk.org/wp-content/uploads/sites/35/2018/10/pm-05-DPDK-Azure.pdf
https://docs.microsoft.com/en-us/azure/virtual-network/setup-dpdk

) DPDK
DPDK Release Cadence 2

2021 mmmmmmmmmﬂm
2022 mmgmmmmmmmmm

 Change from 4 to 3 releases per year in 2022.
. Long—Term Support (LTS) provides a stable release maintained for 2 years:

Provides a stable target on which to base applications or packages.
Bug fixes that do not change the ABI will be back-ported.
In general, new features will not be back-ported.
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DATA PLANE DEVELOPMENT KIT

Case Studies

é’;ﬂﬁ?ﬂ:ﬂﬁ ) VRAN: The Next Step in Netwc?rk Transformation 5G Core Network UPE
Based on the Data Plane Development Kit (DPDK) AVS
m (Accelerated Virtual Switch) achieves line rate virtual switching “Together, Intel®processors, Intel® network
e pexformance using fewer CPU cores than any other virtual switch. adapters, DPDK and other relevant
The Altiostar vRAN solution takes full advantage of multi-socket and < technologies form a platform that reduces
a = amdocs multi-core processors and DPDK support for maximum use of device complexity and improves network
, underlying hardware resources utilization to meet telecom carriers’
E—— —— — - e requirements for the flexibility, scalability,
\ I reliability, and cost efficiency ”
—— Metaswitch SBC 26% Improvement
NEC’s UPF Maximizes 5G Value P . . ZT
Benchmark tests were configured using the
“NEC uses Intel's technologies of Data Data Plane Development Kit (DPDK) to improve :. E
Plane Development Kit (DPDK) a el packet processing performance and optimize the )
Dynamic Device Personalization (DDP).” system for maximum advanced medlia capacity.” : S |
“Leveraging the benefits of cloud native - N - f
UPF allows flexible and rapid deployment - m eto SW|tCh
\ scenarios based on traffic and network : -— — — —
characteristics.” ": ; ; ; ;
‘ ‘ Clavister NetShield Firewall Scales Linearly
N E ‘ “Clavister utilized the open source Data Plane Development Kit (DPDK), a set of
) . software libraries and drivers in NetShield Virtual’s scalable data plane. DPDK CLOVISTEK
L = | ‘ facilitates high-performance data throughput in an Intel® architecture-based
- f ) server N o
T —

intel.

Intel® Network Builders Insights Series 2022

15


https://networkbuilders.intel.com/solutionslibrary/vran-the-next-step-in-network-transformation-amdocs
https://www.nec.com/en/global/solutions/5g/Whitepaper.html
https://networkbuilders.intel.com/solutionslibrary/clavister-netshield-firewall-throughput-scales-linearly
https://networkbuilders.intel.com/solutionslibrary/implementation-of-ztes-high-performance-5g-core-network-upf
https://networkbuilders.intel.com/solutionslibrary/metaswitch-sbc-tests-show-26-media-transcoding-improvement

Further Information

Documentation
= All documentation
» Getting Started Guide for Linux
= Programmer’s Guide
» How-To Guides

= Network Interface Controller Drivers

= Crypto Device Drivers

= Compression Device Drivers

» Baseband Device Drivers

= Event Device Drivers
= DMA Device Drivers

» Release Notes

» Sample Applications User Guides

» Testpmd Application User Guide

= And many more ...
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DPDK Summits
Upcoming events
Past events

Testing/Cl
DPDK Testing/Cl overview
DPDK Community Lab
DPDK Test Suite (DTS)
DPDK Performance Reports
Training
DPDK Cookbook
Intel® Network Builders University — DPDK
Misc.

DPDK Whitepaper

Intel® Network Builders - Network Transformation Experience Kits

DPDK Roadmap

intel.
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http://doc.dpdk.org/guides/index.html
http://doc.dpdk.org/guides/linux_gsg/index.html
http://doc.dpdk.org/guides/prog_guide/index.html
http://doc.dpdk.org/guides/howto/index.html
http://doc.dpdk.org/guides/nics/index.html
http://doc.dpdk.org/guides/cryptodevs/index.html
http://doc.dpdk.org/guides/compressdevs/index.html
http://doc.dpdk.org/guides/bbdevs/index.html
http://doc.dpdk.org/guides/eventdevs/index.html
http://doc.dpdk.org/guides/dmadevs/index.html
http://doc.dpdk.org/guides/rel_notes/index.html
http://doc.dpdk.org/guides/sample_app_ug/index.html
http://doc.dpdk.org/guides/testpmd_app_ug/index.html
https://www.dpdk.org/events/
https://www.dpdk.org/news/past-events/
https://core.dpdk.org/testing/
https://lab.dpdk.org/results/dashboard/about/
https://git.dpdk.org/tools/dts/
https://core.dpdk.org/perf-reports/
https://www.intel.com/content/dam/develop/external/us/en/documents/dpdk-cookbook-759202.pdf
https://networkbuilders.intel.com/university/coursescategory/dpdk
https://nextgeninfra.io/dpdk-myth-busting-2020/
https://networkbuilders.intel.com/intel-technologies/network-transformation-exp-kits
http://core.dpdk.org/roadmap/

Questions?

Xiaojun (Shawn) Li, Sales Director, Next Wave OEM & eODM
Xiaojun.Li@intel.com

Tim O'Driscoll, Software Product Manager
Tim.odriscoll@intel.com
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Join Us Next Time
July 13t @ 8am PDT
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Reference Implementations (RIs) - Free, Customer-
Deployable Apps for Customer Use Cases

= Hassnaa Moustafa, Principal Engineer, Intel Corporation
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