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Notices and Disclaimers

Intel technologies may require enabled hardware, software or service activation.
No product or component can be absolutely secure.
Your costs and results may vary.

© Intel Corporation. Intel, the Intel logo, and other Intel marks are trademarks of Intel Corporation or
its subsidiaries. Other names and brands may be claimed as the property of others.

Meetup: Securing Infrastructure for Edge Native Applications and Services

intel.

2



Overview

Motivation for Edge Computing
Security Threat Posture at the Edge
The approach to solving the challenges
Bundling into a package
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Edge Native Platforms

e
M:TE
On-premises Network Edge or e Core Network e Cloud Data

Edge Regional Data Center
Center

Latchcy Expeciatign

Opportunity @ the Edge by Key Technology Inflections Edge of the Future
2025 = Cloud Native Software Real Time/Deterministic

» Multi-access Edge and Private Wireless » Connectivity (5G, Multi-Access) On-Demand/Dynamic
Hardware, Software, and Services - $29B'

= 75% of Data Created Outside
Central Data Centers 2

= Artificial Intelligence Energy Efficient/Sustainable
Massively Geo-Distributed at Scale

Secure

Lower TCO with a consistent cloud native platform approach across edge locations

TMEC definition here refers to MEC2.0 hyperconverged edge. Source: IDC, Omdia, Intel Judgment.
2 What Edge Computing Means for Infrastructure and Operations Leaders, Gartner, Oct 3, 2018.
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https://www.gartner.com/smarterwithgartner/what-edge-computing-means-for-infrastructure-and-operations-leaders/

INnnovation at Edge using Intel® Smart Edge Platform

Build edge solutions faster and at lower cost

Simplify edge networking and application deployment with Intel® Smart Edge,
a software-defined platform that uses a certified Kubernetes engine to manage workloads, networking and abstract device complexities.

N
Privatsech/ 5G @ Q

Network

Intel®
— " g o II
- + + Smart Edge

Wi-Fi Network Intel Architecture Customer
Platform Apps, Containers,

%-, & VMs

Wired Networks

!Conomics, !ase O' Bse, an! !xperience IOI’ !ustomers

Enable Critical Security *.\. 5G &Network

Capabilities at the Edge "N,/ Functions
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Security Posture for Edge Platform

1.
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Supply-chain vulnerability: Attacker adds malicious hardware/software components into a

production system
Denial of Service Attack (DoS) and Distributed DoS (DDoS): Attacker overwhelms platform and
network resources, denying access to genuine users

Tampering and Physical Attack: Attacker has physical access to the device and can tamper, steal

vital cryptographic information, compromising service provider’s infra
Snooping and Spoofing Attacks: Attacker gains unauthorized access to edge device/traffic and

spoofs it to malicious content
Side Channel Attacks: Attacker uses advanced analysis of side channel information e.g. power,

acoustic etc to compromise privacy
Unauthorized Control Access: Attacker compromises an unsecured device/host to getinto a

secure infrastructure accessible from it
Log Tampering: Attacker hampers observability by tampering unprotected log files

Privacy | eakage: Attacker gains access to personal information
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Edge Compute Protection
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Zero Trust Security Principles

Platform Attestation
(Cloud) Service

Token service FDO

Cert Mgt Service Service

Host Verif
Service

FDO Rendezvous
Server

A

Node 1

Trust
Agent FDO Agent

Secure

Workload

SGX NFD
SGX Operator
SGX Dev Plugin SGX AESMD
Controller
~—

o
i 7 B

Non-Secure
Workload

 Provisioning P
Service{:cg}
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Key Features

Secure On-Boarding and provisioning

Platform integrity verification and attestation at boot
time (using Intel® SecL - DC)

Data at rest protection with LUKS full disk encryption
(AES-NI accelerated)

Secure Key Management and Caching
SGX attestation framework and workload isolation

Usage

= Drop ship server to field for deployment, where it
comes up, gets authenticated, provisioned and
registered as a secure node.

= Tenant provisions transport keys for secure use in
case of connecting traffic stream.

= Tenant provisions a secure workload to run on the
same trusted node.
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Secure Onboarding: Credentials Stored in TPM

- SE Controller (Services)

AWS VPS

? /Secl Services
AAS
HVS %
v ¥
NATSA CMS

FDO Owner Service

FDO
Rendezvous
Service

O &

(8]

TA

Daemonset

K8S API

\ 4

Smart Edge
Agent(s)

K8S Cluster

s
0

Smart Edge Node

FDO Agent
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v

FDO Manufacturer Service

HV'S — HW Verification Service

AAS - Authentication and Authorization Service

CMS — Certificate management service

NATS — open-source messaging system

----Thenodeis trusted

----FDO s out of picture
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Secure Onboarding: Node Credentials Generated

—SE Controller (Services)

iSecl. Services
AAS <

AWS VPS

HVS
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v

FDO Manufacturer Service

HV'S — HW Verification Service

AAS — Authentication and Authorization Service

CMS — Certificate management service

NATS — open-source messaging system

----Thenodeis trusted

----FDO s out of picture
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Secure Boot and Attestation Workflow

SmartEdge- Open Secure Boot and Attestation workflow for DEK

ESP tool from {\b
github.com/Intel T_‘l’
PWEK/DEK profile from CanenicallRHEL SE-O Intel distribution
github_com/smaredge-o get the packages get the code
(DEK and PWEK)
P L T T ) LT e (R
@ o]
Profile bootstrap: Enable Secure Boot Reboot into
HIEREE L IS0 : Parse profile and TPM 2.0 in BICS Treshly
{ : } i parameters using RedFish API provisioned
Customer can Create either a \
and reboot node 0S8 With EK
Bootable USE or PXE installable ISO | U“C'L{giz,%'m”"
SE-O Customer !
! i
E; T I |
! Y ! Start the execution of
| [Steriine |
i Install OS from ; CELEETICIER
Customer owned Linux PC ! o Internet (Fetched ' fromfthe cl?lgeg L=t
that has basic USB support that 1 from intemet/cache rom github.
can run as ESP tool and support ) not on USB/iso) @
running ESP server ! :
running on
ustomer linu Secure boot steps
box ' b smmmmmmmmnoone
N ExecutedonTargetServer Wi = :
Customer Owned Switch for :
connecting ESP server to target server
Only needed for PXE install :
Secure and : Attestation

Trusted Environment

«——————Secure Boot—————»
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UEFI Secure boot

< signature’
allowed?

| loader

SHIM Public
Ceriificate
Measurements
v
TPM PCR
Measurements

| grub's signature

s signature
valid?

Kernel

\_ Kernel Signature

Secure boot
| sequence completed |
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Platform Attestation using Intel® Security Libraries for

Data Center (Intel® Secl - DC)

P __/|lsecl Verification cluster
- &

2
o
O

~ @

~ (O [ P

* U

DEK Cluster . o
.d IHUB .@ :
NFS Server I '

Isecl K8s
controller

Scheduler

Isecl K8s E‘(—P:

i | K8s APl server .

K8s Scheduler
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ogidd

Open source component run

in bare metal

Isecl component run as
k8s pod

Open source component
run as k8s pod

Postgress DB
run as k8s pod
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Creating Secure Enclave for Data in Use Protection

Request platform
collateral

Platform coliateral .

4
1. Provision system :
with PCS .
* Quote Generation/
: Verification
: K8s Control plane
. 4. Report S3GX resource
5.:Deploy SGX application 2. Deploy plugin
PCKID . . .
Retrieval |- Po:ie:::lnrg ESEGX Kés Intellﬁﬁi}r: Device
Tool : -l
. 3. Gather SGX resource
: 6. Launch Enclave availabilily
System Secure Enclave
Enclaves (Graphenized)
I Intel SGX
Single Node DEK cluster

o o o e e o e o e e e e e e e Em o e e e e o e e e e o o m m m e
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Secure Key Management

ESP tool from
github. com/Intel

PWEK/DEK profile from
github.com/smaredge-o

SmartEdge- Secure Key Management (KMRA)

ad ——

Canonical/Ubuntu
getthe packages

SE-O Intel distribution
get the code
(DEK and PWEK)

0f—

SE-O Customer

Secure and
Trusted Environment

(@ 0T

Bootable USB

D I -
N Profile bootstrap:
IS0

Parse profile
parameters
(includes github
foken)

Customer can Create either a
Bootable USB or PXE installable IS0

b

Reboot
Freshly
provisioned
0S8 with EK

Enable Intel SGX in
BIOS using RedFish
APl and reboot node

Customer owned Linux PC
that has basic USB support that
can run as ESP tool and support

running ESP server

=

o

— :Executed on Target Server

Customer Owned Switch for
connecting ESP server to target server
Only needed for PXE install

Install OS from
Internet (Fetched
from internet/cache
not on USEfiso)

Start the Execution of
EK from the cloned
code from github
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Provision system using
PCKIDRetrieval Tool

Deploy Intel SGX
device plugin gf

Key Server

A

Intel hosted PCS (Provisioning certificate Service)

Dpta centre/AWS clpud

Crypto API Toolkit for Intel® SGX (111}

is installed. An Intel SGX quote is =

generated inside the Crypto AP
Toolkit for Intel SGX

Intel SGX

MGINX Application uses
PKCS#11 APIs to perform
private key operations
inside the enclave
enclave for DCAP attestation

Step 11, 12, 13 and 14 are explained in detail in AWS- edgenode design
..................... diagrambelow. _ _ _ _ _ _ _ ________.

v
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Secure Key Management

mTLS:9090 JSON REST Interface @

Verification Cluster

Flask - RESTful
Connection
(Python)

DCAP QVL

Soft HSM

\

DEK Cluster

N (@

PCCS (:32666)

®

[ libp11 (PKC#11 Engine ) ]

Tex

@ AppHSM(:30500)

/

.

KMRA Crypto Engine

Intel PKC#11 Provider ]

O)

/

LA e Open Source Intel SGX Software
Software

Meetup: Securing Infrastructure for Edge Native Applications and Services

‘u‘ CTK-NGINX

&

intel.

17



An £dge Native Platform for
Edge and Network Security
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Intel® Smart Edge: Flexible Adoption Models

For App Developers, Edge Builders and Enterprise Buyers

Smart Edge Building Blocks i
Assemble  Optimize Integrate Deploy

Intel® Smart Edge for Developers

Zero Trust Security Service
Networking Service

Observability Service P Int bl 4 : Develop with us
Dataplane SIERIEE = . ! .egra edag Application SDKs for building Edge Native Lower @ Faster
Service Mesh Optl mlzed fOr the Edge app“cations Cost TT™M
Accelerator Service
Storage Service ! ' . -

PaaSlayer Registry Service = Pre-built optimizations on Intel® ®
App LCM Service T Intel® Smart Edge for Builders e
5G RAN Service . Standards Open
5G Core Service platform - Build with us Based Source =
SASE Service _ T
Analytics Service - Faster path to market with Optimized and Integrated for Edge Services and &
Green Edge Service tailored offerings that are pre- Locations s Modular
Multi-tenancy Service validated . »
Container Orchestration Service .

CaaSlayer Container Runtime Service

" VitualMachine Service Intel® Smart Edge for Enterprises

Operating System Service
laaS layer  Provisioning Service : ] ;
Platform Service Select Enterprise Users: Buy with us

With UIl, Orchestration & Management tools
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Intel® Smart Edge Open Secure Access Service Edge Experience Kit

What does it do?
 The Secure Access Service Edge Experience Kit provides a blueprint for a SASE Edge and

POP configuration for deploying Containerized Network Functions and legacy VNFs for SASE
and SSE with platform and network security

On Premises Edge

What does it have?

* Container Orchestration Service . “’m"“ecw [M“’gﬁx N e T —
Edge Deployment of * Data Plane & Networking service [ NW'E:;;:.,FZWW ] \ [T sco comontuttogsocsompaens
intelligent sensors and * Observability service A ) B e
gateways at Industrial, * Analytics service . " o

Retail or E'nterprise - Storage service
locations e Zero Trust Edge Compute Protection S . ]
* Platform and Provisioning service o e % % pectemooe |
*  SASE service O ) e e p—
el Ve e I SRR
B s ||
8 e

Use Cases

e Threat prevention, web filtering, sandboxing, DNS security, credential theft prevention,
data loss prevention and next-generation firewall policies
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SASE for Enterprise Edge and POP

Thin Edge

Medium Edge

Thick Edge /POP

Hardware

Intel Atom® Procesor

Al Inference

Intel® Smart Edge Open
OpenVINO™ Toolkit

Private Mobility

Edge Compute

Intel® Smart Edge Open 3rd Party Apps.
Private Wireless

Intel® Smart Edge Open (Security, Observability, Accelerator Support, and Kubernetes)

vFirewall LIy CRE 2,
Service Chaining
SD-WAN

Cloud Native Infra & Data Plane

ZTNA, CASB, Service Chaining

Cloud Native Infrastructure and Data Plane

SD-WAN

Hardware

Intel® Xeon® D Processor

Hardware

Intel® Xeon® D or Intel® Xeon®
Scalable Processor

(Global)
Control Plane

Hardware Root of Trust (TPM), FDO based secure Onboarding, ISecL based Host Attestation, Edge Software Provisioning

Meetup: Securing Infrastructure for Edge Native Applications and Services

intel.

2]



References

=

intel.



&
N
Software

Reliability

N
Workload and Data

Protection

N
Foundational
. ! ! ! ! ! ! !

https.//intel.comy/securityinnovations


https://cdrdv2.intel.com/v1/dl/getContent/671506
https://www.intel.com/content/www/us/en/architecture-and-technology/pcs-silicon-enabled-threat-protection-paper.html
http://www.intel.com/tdt
https://www.intel.com/content/www/us/en/architecture-and-technology/vpro/hardware-shield/threat-detection-technology/anomalous-behavior-detection-white-paper.html
https://www.intel.com/content/www/us/en/developer/articles/technical/xeon-processor-scalable-family-technical-overview.html
https://edc.intel.com/content/www/us/en/design/ipla/software-development-platforms/client/platforms/alder-lake-desktop/12th-generation-intel-core-processors-datasheet-volume-1-of-2/001/user-mode-instruction-prevention/
https://www.intel.com/content/www/us/en/architecture-and-technology/cybersecurity-virtualization-technologies-paper.html
https://www.intel.com/content/dam/www/public/us/en/documents/white-papers/sogeti-security-white-paper.pdf
https://www.intel.com/content/www/us/en/architecture-and-technology/cybersecurity-virtualization-technologies-paper.html
https://www.intel.com/content/www/us/en/architecture-and-technology/software-guard-extensions.html
https://www.intel.com/content/www/us/en/architecture-and-technology/cybersecurity-virtualization-technologies-paper.html
https://www.intel.com/content/www/us/en/architecture-and-technology/cybersecurity-virtualization-technologies-paper.html
https://www.intel.com/content/www/us/en/architecture-and-technology/cybersecurity-virtualization-technologies-paper.html
https://www.intel.com/content/www/us/en/architecture-and-technology/cybersecurity-virtualization-technologies-paper.html
https://newsroom.intel.com/articles/crypto-acceleration-enabling-path-future-computing/
https://www.intel.com/content/www/us/en/architecture-and-technology/hardware-shield-vpro-platform-security-paper.html
https://www.intel.com/content/www/us/en/architecture-and-technology/hardware-shield-vpro-platform-security-paper.html
https://www.intel.com/content/dam/www/public/us/en/security-advisory/documents/intel-csme-security-white-paper.pdf
https://www.intel.com/content/www/us/en/architecture-and-technology/hardware-shield-vpro-platform-security-paper.html
https://www.intel.com/content/www/us/en/products/docs/processors/xeon/platform-firmware-resilience.html
https://www.intel.com/content/www/us/en/architecture-and-technology/hardware-shield-vpro-platform-security-paper.html
https://www.intel.com/content/www/us/en/architecture-and-technology/intel-quick-assist-technology-overview.html
https://www.intel.com/content/www/us/en/architecture-and-technology/hardware-shield-vpro-platform-security-paper.html
https://www.intel.com/content/www/us/en/architecture-and-technology/hardware-shield-vpro-platform-security-paper.html
https://www.intel.com/content/www/us/en/architecture-and-technology/hardware-shield-vpro-platform-security-paper.html
https://www.intel.com/content/www/us/en/architecture-and-technology/cybersecurity-virtualization-technologies-paper.html
https://www.intel.com/content/www/us/en/architecture-and-technology/cybersecurity-virtualization-technologies-paper.html
https://www.intel.com/content/www/us/en/architecture-and-technology/hardware-shield-vpro-platform-security-paper.html
https://www.intel.com/content/www/us/en/architecture-and-technology/hardware-shield-vpro-platform-security-paper.html

References

1. Intel® Smart Edge
= https://www.intel.com/content/www/us/en/edge-computing/smart-edge.html

= https://smart-edge-open.qithub.io/docs/product-overview

2. Intel Security Innovations https://intel.com/securityinnovations

3. A. Alwarafy, K. A. Al-Thelaya, M. Abdallah, J. Schneider, and M. Hamdi, “A survey on security and privacy
issues in edge-computing-assisted Internet of Things,” IEEE Internet Things J., vol. 8, no. 6, pp. 4004-4022

4. Y.Xiao, Y.Jig, C.Liu, X.Cheng, J. Yuand W. Lv, "Edge Computing Security: State of the Art and
Challenges’, Proc. IEEE, vol. 107, pp. 1608-1631, 2019

intel. 24

Meetup: Securing Infrastructure for Edge Native Applications and Services


https://www.intel.com/content/www/us/en/edge-computing/smart-edge.html
https://smart-edge-open.github.io/docs/product-overview/
https://intel.com/securityinnovations




