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Modern IT Security Solution Characteristics

CIA triad

Confidentiality

Integrity Availability
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What is Zero Trust

Foundation of Zero Trust
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Automation and Orchestration

Identity

Network / Environment
Application Workload

I
Visibility and Analytics

Governance

e
From U.S. Cybersecurity and Infrastructure Security Agency (CISA)
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Main Principles of Zero Trust Network

All Default Access

Controls to “Deny” Preventative Techniques
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Enable Real-Time Broader Cybersecurity
Monitoring Strategy
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Key Characteristics of Zero Trust Network Access

Scalable
/ Performance \\

Delicate Visibility / Robust Data Loss
and Reporting Prevention (DLP)

BYOD Deployment Advanced Threat
Options Protection (ATP)
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How Zero Trust Works

Credential Normal

User Identify Privileges Connections

Endpoint

hardware Location Firmware

Authentication Operating
Protocol System

Applications

Security
Detections
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Benefits of Zero Trust

Improved Visibility Reduced Risk

Improved User BYOD Policy
Experience Enablement

Cloud Reduced
Compatibility Complexity
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Zero Trust Security with Performant Network Appliance

Policy Operation
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Evaluation Control

Updated from NIST 800-207 Zero Trust Framework
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AEWIN SCB-1933 Supporis Zero Trust Data Security

Third-party Security Analysis Platform

Control Plane

Data Plane
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AEWIN SCB-1933

» 2U high performance networking system for large branch office
Trust Proxy Trusted networks
« Support 3rd Gen Intel® Xeon® Scalable Processor (Ice Lake-SP)

» NGFW Protects Branch Worker Data
» Faster Response using AEWIN Zero Trust Architecture Security

I\ - : 7 !=!:': -
e DR e |

AEWIN Network Appliance SCB-1933

Identity Security Infrastructure

Intel, the Intel logo, and other Intel marks are trademarks of Intel Corporation or its subsidiaries
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