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API Security requires Machine Learning, 
because it is a superhuman problem to solve

Poor logging practices for APIs

39%

37%

36%

31%

25%

25%

Problems with API authentications

Misconfigurations in APIs

Unnecessary exposure to data

Inability to monitor APIs for attacks

Inability to rate limit API responses

Learn more

15,564

76%

37 days

The 2022 API Security Trends Report

Whitepaper

Average number of Production Enterprise APIs

of organizations experienced a security breach 

in the past year

27 days for discovery

10 days for remediation

per incident

https://nonamesecurity.com/resources/api-security-trends-report/
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with 100GbE Intel® Ethernet Network Adapter E810 Edge Telco Grade network interface & low latency API Security powered by Noname 

Security Machine Learning

Family of Intel SoC-based Reference designs intended to accelerate networking and security workload

Use cases: IPSec/SSL/Http offload, SASE, FW | AI Machine Learning integration with:

Intel® NetSec Accelerator Reference Design

Noname security © All right reserved.

ATOM

A complete autonomous server with full Orchestration and Management on a PCIe add-in card

8-16 ATOM 

CORES

NAC

Network
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Engine

Remote ML EngineAPI Security Sensor

■ Full Appliance Offload

■ Workload Acceleration e.g IPSec 

Crypto,  SR-IOV, KPT, etc.

■ Network Acceleration - TLS,  TEP.

■ Cloud Acceleration e.g. OVS, GFT 
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Noname Remote Engine on Intel Technologies for Telco Grade API Security

Machine Learning Engine Collector and PreProcessor on a 100 GB Network Interface CentOS SoC
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Noname Remote Engine on Intel Technologies for Telco Grade API Security

Machine Learning Engine Collector and PreProcessor on a 100 GB Network Interface CentOS SoC
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12 hours results

12 hours of JPEG data processed by noname machine learning on a 100 Gbps network card

The average CPU usage of the 16 atom cores was less than 10% while doing machine learning on network traffic and the temperature of the card remained cool at less than 40 degrees 

C, the value of doing machine learning on the network card is there is no transfer of API logs nor latency added on the API server resulting in improved performance and security an 

privacy

■ Average response time = 3.12 ms

■ Fastest response time = 503 microseconds

■ Throughput = 43 Million API requests

■ At a rate of = 996 per second

■ Data sent = 14 GB

■ Data received = 1.5 TB
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1 hour of credit card data processed by noname machine learning on a 100 Gbps network card

The average CPU usage of the 16 atom cores was less than 25% while doing machine learning on network traffic and the temperature of the card remained cool at less than 40 degrees C, the 

value of doing machine learning on the network card is there is no transfer of API logs nor latency added on the API server resulting in improved performance and security an privacy

1 hour results
■ Average response time = 8.63 ms

■ Fastest response time = 708 microseconds

■ Throughput = 3.56 Million API requests

■ At a rate of = 989 per second
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About Noname Security

Noname Overview

Category Leader Global Presence Strong Partner
Ecosystem

Industry-Leading
Customers• Largest API security company

• $200+ million in funding from 

leading investors

• Award-winning comprehensive 

platform, from code to run-time

• 300+ employees

• NA, EMEA, APJ & IL locations

• Follow-the-sun 24-7 support

• SOC2, STAR Level 1, PCI-DSS 

Compliant

• Alliances with all major cloud 

providers and key API platforms

• Global GTM partnerships

• 75+ certified integrations with 

network security, CI/CD tools, 

SEIM, and workflow platforms

• Working with over 20% of 

Fortune 500

• 3 of 5 largest US telcos

• 2 of 5 largest pharmaceuticals

• Major global financial, 

insurance, consumer & 

entertainment leaders
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Noname Machine Learning Accelerated by Intel Confidential Computing with Intel® Trust Authority Attestation for Zero Trust AI Augmented 

API Security on Trustworthy Cloud Computing Infrastructure at global scale with telco grade performance. 

Implement advanced AI augmented API Security innovations with Intel Confidential Computing trustworthy hybrid cloud infrastructure for 

regulatory compliance, data security, breach prevention, and data isolation. Confidential computing is already a government mandate in some 

countries for patient data compliance purposes in the Healthcare industry to protect ePHI. 

Noname Security solves the superhuman problem of API Security in the cloud and on premises and we do it with the help of Intel Project 

Amber and the Intel Trust Authority service API to attest that the cloud or on-premises server hardware is equipped with genuine Intel® Trust 

Domain Extensions (Intel® TDX) confidential computing encryption enabled processors. 

Also consider the possibilities of leveraging machine learning embedded innovations on a 100 Gbps system on a chip Intel NetSec 

Accelerator Reference Design Ethernet card.
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For more information visit
nonamesecurity.co

m

Thank You
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