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Powering Mobile Network 
Security with Virtualized 
Security Gateway 

Disaggregate and distribute 
Mobile Security Gateways

Mar 12, 2024
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Webinar Speaker

Karim MCHIRKI
VP of Product Management,
6WIND

As VP of Product Management, Karim is leading the 
6WIND product roadmap definition and is helping the 
product committee, in accordance with the company 
business strategy, in cultivating product vision and 
enriching the product solutions
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6WIND is a global networking software company, with Headquarters in 
Paris, France, Singapore and in Santa Clara California USA. 

We are specialized in delivering high performance and secure networking 
software solutions to support customers with new applications for 5G, IoT 
and SD-WAN.

We deliver Virtualized, Cloudified and Secure network solutions that offer 
the lowest TCO in the market with best cost-performance functionality 
ratio.

6WIND's leading edge solutions are used by CSPs, MNOs, NHPs, Cloud 
Providers, Datacenters, and Enterprises around the world.

200
Customers

WW
DeploymentsExperience

20Years

+ +

Green-Tech

Company Profile
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Meeting Our Customers’ Challenges

Cost Reduction
(Reduce TCO drastically)



Sustainability
(Reduce energy consumption and 

carbon footprint) 



Move to Software 
(Software defined networking, 

virtualization & cloud nativeness) 

 Performance, Scalability 
Flexibility, Automation
(Reduce TTM for new services)



Seamless migration to 
Disaggregation

(From Hardware to Cloud based)



Minimize Operational 
Disruption

(Easy onboarding into existing operations: 
Automation, Orchestration, Monitoring,..)


Quality of Experience


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Best-in-Class Virtualized Network Solutions

ScalabilityHigh Performance

InnovationVirtualization

Sustainability Cost Reduction
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6WIND Virtual Service Router Product Family

Higher Performance

- Optimized for multicore Processors 
- Linear Scalable performance 
- Lockless implementation for High 

performance and low latency. 

Lower Cost

- Optimized resource usage
- Automation - Simple operations
- Hardware agnostic
- Runs on COTS servers 

Rapid Service Innovation

- Software based solutions
- Easy feature enhancements
- Faster build new services
- TTM & Competitiveness  

6WIND Virtual FW Router
vFW

6WIND Virtual BNG/AGF Router
vBNG

6WIND User Plane Function
UPF

Efficiency
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Pave the way for the Edge transformation
Network Virtualization and Cloudification

Customer Edge Network Edge Regional EdgeDevice Edge

Telco Edge

Enterprise Access Point Access Network Transport Core Network Internet ExchangeEnd Device

Performance, Agility, flexibility and Efficiency
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5G: The need for 
Security
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Security in 5G Specifications 

5G
SECURITY

EU Security

Application Network Security

Core Network Security

Access Network Security
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5G Security : Cybersecurity of 5G - EU Toolbox Measures
EU 5G Cybersecurity policy

Source: https://ec.europa.eu/newsroom/dae/redirection/document/64577  

https://ec.europa.eu/newsroom/dae/redirection/document/64577
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Security in Mobile Networks

N2/N3/N4
(S1/S11)

F1 N2/N3
(S1)

5G/(4G)

DU CU

Midhaul BackhaulF1 N2/N3
(S1)

UPF 5GC

PDN

Core DCEdge DC/MEC

Local 
Breakout

RAN EdgeRAN

N2/N3/N4
(S1/S11)

MPLS Core

E2E security requirements

From Access to Core network



126WIND 126WIND6WIND© Copyrights 2024

Security for 5G systems
IPsec ESP & IKEv2 as a requirement
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6WIND vSecGW : Securing Mobile Networks

DU CU
Backhaul

Core 
Network

DU CU
Midhaul Backhaul

Core 
Network

DU
Fronthaul Midhaul BackhaulCU

Core 
Network

Deployment options
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DU CU
Backhaul

Core 
Network

DU CU
Midhaul Backhaul

Core 
Network

DU
Fronthaul Midhaul BackhaulCU

Core 
Network

High Performance

Efficiency

High throughput and low latency

Tunnel scalability

Flexible deployment model

Optimize HW resource usage

6WIND vSecGW : Securing Mobile Networks
Deployment options
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Forwarding and 
IPsec Performance
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Demo Lab : Leveraging Intel’s Power base

Intel, the Intel logo, and other Intel marks are trademarks of Intel Corporation or its subsidiaries.

✓ Performance Benchmarking
✓ Boosting Business Agility
✓ Enabling innovation 

Testbeds
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Test platform: Intel® Xeon® Gold 6342 CPU @ 2.80GHz 
Pure software performance, with no HW acceleration
IPsec performance based on AES-GCM
Line rate performance (400GBps) using 2 x Intel E810

Performance Benchmarks : Dual Stack (v4/v6) Performance

Intel, the Intel logo, and other Intel marks are trademarks of Intel Corporation or its subsidiaries.

Pure software performance
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Performance Benchmarks : Dual Stack (v4/v6) Performance

Intel, the Intel logo, and other Intel marks are trademarks of Intel Corporation or its subsidiaries.

1400B
Per Core 22 Gbps

Line Rate 32 CPU Core

IMIX700B

Per Core 14 Gbps

Line Rate 40 CPU Core

IMIX350B

Per Core 9 Gbps

Line Rate 48 CPU Core

Forwarding Performance IPsec Performance

1400B
Per Core 180 Gbps

Line Rate 2 CPU Core

IMIX700B

Per Core 90 Gbps

Line Rate 4 CPU Core

IMIX350B

Per Core 46 Gbps

Line Rate 8 CPU Core

Test platform: Intel® Xeon® Gold 6342 CPU @ 2.80GHz 
Pure software performance, with no HW acceleration
IPsec performance based on AES-GCM
Line rate performance (400GBps) using 2 x Intel E810
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Mobile Security 
Gateway
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6WIND vSecGW : Demo Setup
High-level design

gNodeB 
Simulator

Traffic 
Generator

200 Gbps
aggregate

90%

10%

Server 1 Server 2

Server 3

Each server includes:

• 2 x Intel® Xeon® Gold 6342 CPU @ 2.80GHz (24 cores / 48 threads each)

• 2 x Intel® Ethernet Network Adapter E810-2CQDA2 (one dual-port card on each NUMA node)

• 512GB RAM
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6WIND SecGW : Testbed design 

1GB1GB1GB

100G 100G 100G 100G 100G 100G 100G 100G 100G 100G 100G 100G

100G 100G 100G 100G

SecGW 
(VNF/CNF)

Mgmt

1GB

bridge

100G 100G 100G 100G

gNodeB 
(Simulator)

Mgmt

1GB

bridge

100G 100G 100G 100G

Traffic Generator 
(Trex)

Mgmt

Mgmt

1GB

bridge

InfluxDB/Grafana 
(Monitoring)

Management Switch

Dataplane Switch

Physical topology
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6WIND SecGW : Testbed design 
Logical topology

CPU allocation on SeGW-host
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6WIND vSecGW : Running the tests

Packet Lengths (Byte) Downlink Uplink Avg. Packet Length

40-79 13% 65% 60

80-159 12% 24% 120

160-319 2% 3% 240

320-639 2% 2% 480

640-1279 2% 2% 960

1280-2559 69% 4% 1500

IMIX traffic profile

Established IPv4 Routes and IKE SAs
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6WIND vSecGW : Performance Monitoring



256WIND 256WIND© Copyrights 2024

Take Aways

Why 6WIND vSecGW?
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6WIND vSecGW
Efficiently Enable Security in Mobile Networks

▪ Flexible and Agile deployment

▪ Fully virtualized (VNF & CNF)

▪ High Performance and Scalability

▪ COTS server based

▪ No HW acceleration required

▪ Enhanced Power Efficiency

▪ Lower TCO

✓ Private and Public 

✓ Access Network security

✓ MEC security

✓ Network Slicing

✓ Network sharing (MOCN, MORAN)

x3
Performance

x3
HW Savings

50%
Lower Cost
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Call to Actions

Assistance

Network Virtualization Journey
Optimizing Network Efficiency

Improving Network Security TCO
Delivering High Performance in the Cloud

Considering Projects

Private Wireless Networks
Multi Access Edge Computing

Open RAN
Virtualization of Network Functions

Register for a free evaluation: https://www.6wind.com/vsr-evaluation 

6WIND Virtual BNG/AGF

6WIND Virtual FW

vBNG

vFW

6WIND User Plane Function
UPF

Efficiency

https://www.6wind.com/vsr-evaluation
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Thank You!
www.6wind.com

Paris, France

6WIND EMEA HQ

Santa Clara, USA

6WIND Americas HQ 6WIND APAC HQ

Singapore
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